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Abstract—Virtual Reality (VR) applications are increasingly
used to support ergonomic and safe training activities, including
serious games for training security officers and other security
related professionals. Nevertheless, they do not exploit
opportunities for trusted and secure management of digital
assets, which are typically offered by the blockchain
infrastructures of emerging metaverse environments. This
paper introduces a novel interactive and realistic VR-based
serious game for training law enforcement officers in the
analysis and understanding of terroristic activities. The game is
driven by pragmatic models of terroristic actions and teaches its
users how to predict and anticipate indicators of terroristic
attacks. It also provides the means for generating datasets to
train Artificial Intelligence (AI) modules that could help
analyzing and predict potentially terroristic activities.
Moreover, the paper provides an outlook for the evolution of the
game in metaverse environments, where blockchain
infrastructures can be used to both boost the cyber-resilience of
the game and to safeguard the trustworthiness of the data
generation process.

Keywords—  Virtual Reality, training, security, law
enforcement, blockchain, metaverse, serious games

I. INTRODUCTION

Serious games have been introduced in the literature and
are used for training purposes in various sectors including
human resources [1], vocational training [2], healthcare [3],
emergency management [4], and security [5]. Security games
have been developed as a result of many cybersecurity training
objectives, including cybersecurity awareness [5], and
forensics [6]. Many security games are implemented in
Virtual Reality (VR) environments and offer ergonomic VR
interfaces [7]. This is very typical in the case of training
complex security processes like emergency management and
critical infrastructure protection [8], [9]. Moreover, VR
platforms have been developed to train Law Enforcement
Agencies (LEAs) in various security processes and
environments (e.g., [10], [11]). VR gaming environments are
well suited to LEASs training, as they enable the simulation of
security and law enforcement scenarios in physical settings
like urban environments. VR games boost the safety and cost-
effectiveness of training activities, given that they obviate the
need for training users in harsh and complex field training
environments, which is quite expensive and associated with
safety risks.

The analysis and prediction of terroristic activities are
among the most challenging security processes that are hardly
addressed by state-of-the-art VR training games. One of the
main challenges relates to the proper modeling of such
activities. Terroristic modelling has been addressed by
security and counter-terrorism researchers based on the
specification of proper ontologies for terroristic activities [12].
Such ontologies describe sequences of events, along with the
social networks of terrorists and their organization. Moreover,
they represent relationships within networks of individuals
and organizations, which is particularly useful towards
detecting and tracing the evolution of communities. There are
security applications that use general purpose ontologies for
situation awareness [13], which are deployed in multi-source
data fusion applications [14]. Beyond general purpose
ontologies, there are also specialized counter-terrorism
ontologies, which reflect theoretical concepts of terrorism and
represent events, assets, and terroristic activities [15], [16].
Moreover, there are models and taxonomies that capture
actions, events, and relationships for terroristic activities [15],
[16]. These taxonomies consider the semantics of prominent
terroristic attacks (e.g., the 911 attack in New York).

Terroristic modelling is also a key prerequisite towards
automatically analyzing terroristic information by means of
Artificial Intelligence (Al) algorithms, such as Machine
Learning (ML). There are works that collect information
about indicators of terroristic activities to predict such
terroristic indicators by means of data analytics and ML
algorithms (e.g., [17], [18]). However, most VR games do not
combine strategic and tactical level tasks that collect and
analyze historical data in conjunction with operational-level
information. State of the art games make limited use of Al and
ML algorithms, also given the lack of datasets for training
such algorithms. Serious games can alleviate this lack of data,
through generating data based on play activities. Specifically,
by engaging expert users in the play activities it is possible to
generate realistic datasets that match pragmatic scenarios.
Such datasets can open opportunities for training ML/AI
algorithms that could enhance the intelligence of the gaming
activities, based on automatic detection of
abnormal/suspicious behaviors and terroristic activities
prediction. Moreover, similar Al systems could act
interpedently of the gaming activities to assist LEAs in their
counter-terrorism analysis activities.

To ensure that the Al algorithms are trustworthy, it is
important to ensure that their training is based on trusted data.
For instance, tampered training data could lead to poisoning
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attacks that compromise the operation of Al systems and lead
to malicious outcomes [19]. Data provenance and traceability
across the entire lifecycle of a data asset is one of the best ways
for ensuring the trustworthiness of Al data [20]. Distributed
ledger technologies (i.e., blockchains) offer several
advantages when it comes to implementing data provenance
and traceability infrastructures [21]. Specifically, they are
tampered proof infrastructures that operate in a decentralized
fashion without the need for a third party trusted authority. As
such they do not have a single point of failure and are less
susceptible to cybersecurity attacks. Moreover, they are well
suited for tracking and tracing distributed data produced in the
scope of distributed, virtualized, multi-player environments.
Blockchain infrastructures are an integral element of
emerging metaverse environments [22], which makes them an
excellent choice for implementing data provenance in the
scope of VR environments for security training [23].
However, this opportunity is missed, as most VR applications
for training security professionals do not leverage metaverse
infrastructures and functionalities.

This paper introduces a novel VR application for training
LEAs and security professionals in the analysis and prediction
of potentially terroristic activities. The presented VR
application incorporates state of the art terroristic modelling
concepts to provide realistic training functionalities. At the
same time, it serves as a data generation tool, which produces
data for training Al analysis modules. Emphasis is given on
the description of the following innovative aspects of the
game: (A) Its ergonomic and realistic VR environment for the
training of LEAs on terroristic indicators, events and their
interrelationships, in-line with relevant literature about
terroristic activities modelling (e.g., [15], [16], [17]). The
implemented VR environment extends the work of the authors
in [24]; (B) Its data generation features that enable the
development of Al modules for the analysis and anticipation
of terroristic activities. Specifically, the game serves as a first-
of-a-kind data generator that can drive the training of AI/ML
applications; and (C) The design of a blockchain infrastructure
for provenance and traceability of digital assets of the game,
including training data, Al analytic outcomes, as well as game
artifacts. The blockchain infrastructure reinforces the cyber-
resilience and overall trustworthiness of the game while being
in-line with the emerging concept of the metaverse.

The remainder of the paper is structured as follows:
Section 2 presents the concept, the technical architecture and
the design of the game. Section 3 illustrates the
implementation of the VR-based serious game, including its
VR elements, scoring mechanisms, game control, and data
generation features. Section 4 introduces the game’s
blockchain infrastructure and its provenance and traceability
functionalities for key data assets. Section 5 concludes the
paper by providing the plans of the authors for future work.

II. THEORETICAL BACKGROUND AND GAME DESIGN

A. The Terroristic Attack Cycle

One of the most popular theoretical concepts behind the
planning and launch of terroristic attacks is the Terroristic
Attack Cycle (TAC). The TAC describes the structure and the
interrelationships of the activities that lead to the preparation
and execution of a terroristic attack. It classifies these
activities into various categories like preoperational
surveillance, procurement of weapons, testing of security
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alarms, testing of other security measures, as well as test runs
of the attack activities (Fig. 1).

The TAC was introduced several years ago, yet it is still
relevant when it comes to modelling terroristic activities. It
provides a taxonomy of potential actions, which can be used
to develop game scenarios involving combinations of actions.
Such scenarios can be elicited based on the combination of a

1. Preliminary
Target Selection
8. Escape & 2. Initial
Exploitation Surveillance

7. Execution 3. Final Target
Selection

6. Rehearsal 4. PreTAt(ack
Surveillance
5. Planning

Fig. 1. The Terroristic Attack Cycle [25]
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variety of actions that collectively lead to the execution of all
the types of activities of the TAC. The TAC drives the
definition of game scenarios as the combination of different
actions of the cycle. Specifically, gaming scenarios can be
specified based on combinations of actions from the following
categories: (a) Preoperational surveillance actions, such as
photographing an area, taking videos of a target, surveillance
of a target using some vehicle(s), deployment of cameras in
the vicinity of the target and more; (ii) Procurement of
weapons, such as purchase of guns, manufacturing of bombs
in a hiding place, or acquisition of stolen weapons from other
terrorists; (iii) Testing of security alarms, through violating
security rules and precautions inside the target or even
initiating gunfire; (iv) Test runs of the attack activities, such
as deployment of terrorists in the target location.

B. Technical Architecture

Fig. 2 illustrates the high-level technical architecture of the
game, which consists of the following modules:

e A set of Input/Output (I/0O) modules that enable users’
interactions with the game. Multiple interaction
modalities based on different devices are supported,
including mouse, keyboard, and VR handsets-based

interactions.

A database that keeps track of information about the
play activities, including the moves of the players, the
terroristic actions, and the indicators of terroristic
activities. The database is designed in-line with the
terroristic modelling approach of the system, which is
fully aligned with the earlier presented TAC cycle.

Functional modules that implement the management
of the flow of the game, the scoring mechanism of the
game, as well as the generation of datasets for training
Al modules. These modules are implemented within
the Unity platform.

Al analytics modules that are trained based on the
generated datasets. Several modules have been
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implemented based on different machine learning
algorithms, including for example modules for
predicting terroristic actions and identifying abnormal
behaviors.

A blockchain infrastructure, keeps track of metadata
about the generated data and other information that
resides in the database of the game. These metadata
provide decentralized data provenance and traceability
functionalities that boost the trustworthiness of the
data used by the Al modules.

Headset Mouse & Headset Other
Camera Keyboard Sensors Sensors

Unity Gaming Engine

Terrorist Actions, Moves and Indicators
Game Scori
Management conng

1)

Fig. 2. VR Game Architecture and Building Blocks
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The decentralized blockchain infrastructure interacts with the
rest of the game by means of a proper APl (Application
Programming Interface). The latter facilitates reading and
writing of metadata to the blockchain infrastructure.

C. Functional Overview

From a functional perspective, the game involves players
(i.e., users) that have one of the following two roles:

e Terrorist: This role represents a terrorist or activist
group. It aims at successfully completing a series of
actions (i.e., TAC actions) towards launching a
terroristic attack. The terrorist collects points based on
successful actions and wins the game when it
successfully completes all the actions of the TAC and

manages to launch the attack.

LEA officer: This role is a representative of the LEA
agency. Players that have this role aim at identifying
terroristic actions towards preventing the attack. The
LEA officer collects points based on the successful
identification of actions and wins the game if/when he
or she prevents the attack.

LEA officers assume both of the above roles when playing
the game. Hence, they get acquainted with terroristic
activities, as well as the counter measures that can repel them.
Specifically, the serious game is played towards the following
ultimate objectives: (i) Training LEA officers in
understanding the various indicators of terroristic actions and
attacks, as well as in methods for correlating and analyzing the
latter; (ii) Generating data that can be used to train/develop Al
modules for analysis and correlation of terroristic actions.

The terroristic model that has driven the design and
implementation of the game’s database is inspired by the
TAC. It specifies that terrorists operate according to a well-
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defined plan, which includes a range of prerequisite actions
that they should carry out prior to the launch of a terrorist
attack. For example, these actions fall typically in the
following categories: (i) Actions towards pre-operational
surveillance of the potential target, which enable terrorists to
gather information for purposes of planning their attack; (ii)
Seeking and elicitation of information about the target, which
complement the information gathered during the pre-
operational surveillance; (iii) Probing and testing security
measures of the target, in order to understand the security
measures of the LEAs; (iv) Acquisition of supplies, including
collection of weapons and materials that are necessary for
launching the attack; (v) Practice sessions (e.g., dry or rest
runs of the attack) in order to identify flaws and potential
unanticipated situations that could happen during the course
of their actual attack. In the scope of the game, a terrorist
attack involves all the above steps. When LEAs identify and
synthesize information associated with the above-listed
actions, the level of their alert about potential terrorist
activities is raised. As part of the game, specific actions are
associated with each one of the above types of activities. For
instance, persons or vehicles seen in the same location on
multiple occasions can be a sign of pre-operational
surveillance. As another example, a series of false alarms
requiring emergency services response can be an indication of
security measures probing.

III. VIRTUAL REALITY IMPLEMENTATION

A. Game Structure and Main Elements

The VR implementation of the game has been carried out
on the Unity platform. It comprises the following elements: (i)
Objects of the VR environment, which represent different
cyber elements of the play environment; (ii) Quest objects,
which represent the various missions that must be completed
by the player in order to advance and ultimately win the game;
(iii) Game management and control objects that manage and
control the flow and plot of the game; (iv) Game time
management objects, which manage the time that is available
the users in order to complete the game; (v) Scoring objects,
which assign scores to the players based on their moves and
performance; (vi) Data generation objects, which manage the
generation of datasets based on the play activities.

B. Game Objects

The Virtual Environment of the game comprises of
several objects, including among others buildings, cars,
helicopters, cameras, UAVs (Unmanned Aerial Vehicles),
the safehouse of the terrorists, waypoints, phone booths and
many others (Fig. 3). The game environment includes a
configurable number of Non-Playable Characters (NPCs)
including LEA officers (e.g., police patrols), which are
grouped around the targets and civilian NPCs i.e., citizens
moving in various parts of the city (Fig. 4).

Fig. 3. Examples of Game Objects (Police Car, Buildings)
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There are also control objects, which are in charge of
controlling the operation and conduct of other objects as well
as user activities. For instance, there are control objects that
enable users to make phone calls and to escape from certain
locations, as well as objects that ensure the movement of the
players in-line with physics laws.

Fig. 4. Sample Views of NPCs

C. Quests

Quests are among the most important objects of the game.
They represent mini missions that must be completed for the
player to complete a specific phase of the TAC. In this
direction, the game stores information concerning the quests.
It also keeps track of on-going and completed quests. Players
with the role of the terrorist interact with quest objects to
identify the mission that they need to complete next. In this
direction, the game provides the player with informative
messages about the scope of the quest i.e., what should be
done for the quest to be completed (Fig. 5). Moreover, the
game informs the player regarding the status of the quests. For
instance, whenever a quest is completed, the user/player is
instructed to move to the next quest.

TABLE L SUPPORTED QUESTS

List of Quests
Quest 1: Locate and inspect safehouse location
Quest 2: Check MiniMap and acquire supplies
Quest 3: Deliver the materials to the Safehouse
Quest 4: Call a partner using the phone booth
Quest 5: Change Car Plates
Quest 6: Enter the car to drive around
Quest 7: Inspect One or more of the available targets
Quest 8: Go back and enter inside the safehouse to prepare a bomb
Quest 9: Approach one of the available targets and place the bomb
Quest 10: Buy an evasion ticket at the kiosk
Quest 11: Escape! Take a bus/taxi

Fig. 5. Sample Quests within the VR game

Table 1 outlines a list of Quest(s) that are supported in the
game. The design and implementation of these quests have
been inspired by the TAC-based terroristic modeling.
Specifically, each quest is mapped to a phase of the TAC.
Hence, when completing a quest, the game considers the
corresponding part of the TAC cycle as completed as well.
Examples of this mapping follow:

e The “Initial Surveillance” phase of the TAC is
supported based on foot surveillance (e.g., Quest 1 in
the table). Specifically, the player with the terrorist role
must inspect the target on foot (e.g., Central Alley,

Public Library, Public Park). Similarly, a vehicle

521

surveillance quest is supported as well, i.e., a quest
involving the use of a car to monitor one of the
available targets and collect information about it. The
player can drive the car and direct it to any location.

The “Planning” phase of the TAC relates to a Quest
that is concerned with the acquisition of supplies (e.g.,
Quest 2 in the table). Specifically, the player acquires
the supplies required to build the bomb. In this
direction, it interacts with specific game objects (e.g.,
boxes) that signal the procurement of specific
materials in the game context. Furthermore, another
Quest (e.g., Quest 8 in the table) enables the player to
return to the safehouse and place the acquired materials
to the table of the safehouse.

The “Pre-Attack Surveillance” phase of the TAC is
related to an “information seeking” quest. To this end,
players can navigate around the targets by following
the green waypoints. Moreover, an orange waypoint
pinpoints the safehouse location. Furthermore, they
can also interact with LEA officers and civilian NPCs
in order to obtain information about the target(s). The
process is statistical i.e., probability of obtaining
information depends on the interacting NPC.

The “Rehearsal” phase of the TAC relates to a Quest
that is destined to test the alarms of the target.
Specifically, the game includes waypoints that enable
the player to reach the target(s) towards the evaluation
of their security measures.

The “Escape” phase of the TAC relates to Quests (e.g.,
Quest 11 in the table) that enables the player to escape
from the attack location using a bus or taxi. In this
direction, the player can use the mini-map and interact
with the vehicle to escape. To enable the escape, a
quest that enables the player to buy an evasion ticket is
supported (e.g., Quest 10 in the table).

The “Execution” phase of the TAC relates to a Quest
(e.g., Quest 9 in the table) that enables the player to
follow specific waypoints to approach the target and
place a bomb.

D. Game Management and Scoring

The game must be completed within a fixed, yet configurable
time limit (currently 20 minutes gameplays). This means that
the game ends when the player wins or when the time is up.
To manage the time limit, a proper Timer object has been
implemented in the Unity platform. The value of the count-
down timer is displayed on the VR interface of the game.
Time freezes in certain occasions, for example: (i) When the
player reads the game instructions; (ii) When the player
selects waypoints; and (ii) When the player selects to “pause”
the time based on a relevant comment.

The scoring mechanisms of the game aims at rewarding the
player for successfully completing relevant actions that are
in-line with the quests that the player must complete. The
player gathers points for advancing to the right direction i.e.,
to a winning direction. At the same time, the points serve as
a pool of resources that the player can spend to complete
his/her mission. For instance, points may be spent for seeking
information or acquiring supplies. These scoring mechanisms
can incentivize users to improve their understanding of the
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terroristic and counter terroristic activities i.e., to boost the
effectiveness of their training and interaction with the game.
From a technical perspective, the scoring mechanisms of the
game are based on the implementation of two functions
within a script of the Unity environment. These functions
implement score raise and score reduction functionalities.
The script is configurable and attached to each game object
in order to enable the addition or substruction of points in-
line with one or more actions that are associated with the
object.

The player starts the game with an initial number of points.
In case the points of the game reach zero because of
unsuccessful actions, the game ends with the player as the
losing party. Every successful quest completion rewards the
player with a predetermined, configurable number of points.
Moreover, the game provides the means for scoring specific
missions in a statistical and probabilistic way on probability
distribution functions. For instance, during information
seeking and the making of phone calls, the player can spend
points that follow a probability distribution function.

E. Data Generation

To support the generation of data for Al module training, a set
of data management scripts has been developed. Data
generated through the game are initially persisted in a DBMS
(Database Management System). The latter comprises the
following main entities: (i) Game actions, which comprise
data about the actions of the player; (ii) Surveillance objects,
which comprise surveillance information, including
information about the activities of LEAs and information
collected from the cameras’ functionalities; (iii) Avatar
moves, which is populated with data of the players’
movements (e.g., data about the trajectories of the avatars of
the players); (iv) NPCx moves (where K>=1 and K<=N) i.e.,
N tables with the movements (e.g., trajectories) of each NPC
of the game. As already outlined the parameter k is
configurable, which means that the amount of NPC data is
configurable as well.

The database population is based on various scripts, which
are attached to game objects (e.g., NPCs). Data generation
sampling rates are also configurable. On the one hand, it is
worth noticing that the tables of the player’s movements
include both the trajectory of the players and their orientation
(e.g., what the player is seeing). As such, this table has the
highest sampling rate. On the other hand, the surveillance and
the action entities do not require a specific sample rate as their
values are generated during gameplay i.e. when the player
performs certain actions. Data generation about these entities
is driven by triggers i.e., data are not generated continually as
in the case of avatars and NPCs.

F. Al Modules Development and Predictions
The generated datasets are used to train AI modules that
provide analytics insights in two complementary directions
(Fig. 6):
e Predictions of the (future) locations of the players
during the evolution of the game.

e Predictions of the future actions of the players.
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Fig. 6. Development and Integration of Al Pipelines in the Game

Different models have been trained and tested for the above-
listed tasks, based on a variety of datasets, including different
numbers of objects and NPCs. The use of multi-class
classifiers was deemed to provide quite accurate results for
the prediction of the actions of the terrorist. Likewise, the use
of the popular Long Short Term Memory (LSTM) deep
learning model provides a very accurate prediction of the next
locations of the terrorists, leading to almost zero Mean
Squared Error (MSE) after some training epochs. Overall, the
results are quite promising and can be integrated into the
game in order to provide predictive insights on the play
moves of the terrorists to allow the player to determine how
to best confront them.

IV. BLOCKCHAIN BASED TRUSTED DATA MANAGEMENT

Blockchain technology is a promising paradigm for
enhancing the trustworthiness of data generation and data
management processes in VR-based games [26]. As already
outlined, a blockchain infrastructure is a tamper-proof place to
store data that allows for the secure and decentralized tracking
and tracing of digital assets in-line with the architecture
presented in Fig. 2. In this context of the game, storing game’s
metadata on the blockchain, we are able to track and trace the
training data used, the Al analytics produced from different
gameplays and the corresponding game artifacts. The latter is
depicted in Fig. 7.
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Fig. 7. Blockchain Based Trusted Data Management Architecture

A. Blockchain Architecture

The use of blockchain technology is integral to the design
of the serious game. A permission blockchain is utilized,
allowing interaction with authorized users. The latter permits
data sharing and collaboration between authorized users while
ensuring that data on the blockchain is secured and
unchangeable. Moreover, the Proof of Authority (PoA)
consensus algorithm is used towards minimizing the resources
required to deploy the blockchain in comparison to other
proof-based consensus algorithms [27]. Also, smart contracts
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are employed to control how training data sets, game artifacts,
and digital assets are utilized throughout their lifecycle during
a gameplay. Among others, a smart contract outlines the
conditions where a digital asset can be updated, erased, or
modified, which ensures transparency, immutability, and
trust. Regarding the digital assets, a unique identifier is
assigned by the game to each, with both the identity and the
item's cryptographic hash stored on the blockchain. Thus, it is
ensured that the game assets cannot be altered or tampered in
any way. Overall, the use of blockchain technology as part of
the VR application’s architecture provides a secure and
resilient infrastructure for tracking and tracing digital assets
generated by the game, while also supporting efficient data
sharing and collaboration.

B. Data Provenance and Traceability

One of the key requirements for the trustworthiness of the
Al data of the VR application is the provision of data
provenance and traceability across the entire lifecycle of the
data asset of the game. Data provenance refers to the origin
and history of data and its lineage, starting from its creation,
ownership, and usage. In the context of the serious game, each
recorded event is timestamped, cryptographically protected,
and connected to prior occurrences by integrating the game's
data creation and storage processes with a blockchain
network. This results in a clear and temper-proof record of the
data's background. Anyone with the blockchain access can
verify the data's reliability and trustworthiness, promoting
confidence and transparency. Data traceability is therefore an
essential component of the scientific investigation and
technological development of the game [30].

On the other hand, data traceability monitors and traces the
data provenance across its entire life cycle, including the
preservation, processing, and access stages. Data traceability
is especially important for serious games, where immersive
virtual worlds and Al analytics play a key role. To this end,
the blockchain infrastructure of the serious game intends to
achieve complete data traceability by rigorously documenting
and auditing all data created during gaming, from its
generation to its final use for training or research. Monitoring
the information flow between various architectural
components, (e.g., game objects, the VR environment
database, and Al analytics modules) is required. Data
traceability maintains the integrity and trustworthiness of
generated game data by developing systems to record
metadata, timestamps, and contextual information at each
stage.

The incorporation of data provenance and traceability into
the serious game infrastructure improves accountability,
transparency, and credibility. Blockchain technology has been
employed to keep a verified trail of asset transactions, assuring
data authenticity and traceability [28]. The triggering VR
object timestamps and cryptographically signs each
transaction on the blockchain, giving a credible history of the
data asset's creation and evolution. Modifications to digital
assets are also recorded on the blockchain, including each new
transaction carrying a digitally signed hash of the changed
asset in addition to a reference to the preceding transaction.
This ensures that changes to data assets are noticed and
ascribed to the right user. Access control methods, enforced
using smart contracts and digital signatures, further protect the
data assets' integrity by enabling only authorized users to
access and alter them.
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C. Smart Contracts

Smart contracts are another component of the blockchain
architecture of the serious game. They provide a safe and
automated mechanism to govern the lifecycle of digital assets.
Smart contracts are self-executing programs that enable the
automation of complicated procedures (e.g., the game’s
quests) and the execution of conditional transactions on the
blockchain network. Smart contracts define the rules and
prerequisites governing the development, alterations, and
removal of digital belongings on the blockchain. They also
apply access control limitations [29]. This is performed by
using encrypted keys in order to certify the identity of the
objects and ensure that only the approved ones can
communicate with the VR application. They also enforce the
guidelines and requirements for the execution of conditional
transactions on the blockchain in addition to controlling the
data assets produced by the game. For instance, a smart
contract provides the terms for a transaction's automated
execution when certain criteria are satisfied, such as the
successful fulfilment of a particular quest or the attainment of
a particular score in a game.

V. CONCLUSIONS

VR-based serious games provide excellent opportunities for
creating ergonomic, safe and secure training environments.
The emerging metaverse era is expected to enhance the
functionality, trustworthiness and intelligence of such
environments based on two main technology enablers,
namely Al and blockchain technologies. Specifically, Al
technologies can provide the players' insights into the
evolution of the game (e.g., predictions about their next
moves), while blockchain technologies can add a novel
security and trust layer to the game that will ensure the
integrity of digital assets. The serious games can benefit
further from leveraging blockchain technology in metaverse
environments, which provide secure and transparent
platforms for creating and exchanging digital assets.
Metaverse environments are virtual worlds that are created
and maintained by decentralized blockchain networks,
providing a secure and transparent platform for the creation
and exchange of digital assets, enabling a more immersive
experience for users.

This paper has presented a practical implementation of a VR
game for training Law Enforcement Agencies, including its
Al and blockchain functionalities. The development roadmap
of the game includes the integration of more Al insights in
the game, along with their interpretations based on
explainable Al technology. We also plan to integrate the
blockchain and smart contracts infrastructure towards
enhancing the reliability of the data assets of the game,
including play activities data, Al insights, and other digital
assets of the VR game. Once we have integrated the
infrastructure, it will be also feasible for the serious game to
take place in a distributed way. After the integration of
blockchain infrastructure, we plan also to evaluate whether
the platform has value and meets the expectations regarding
training security officers. To do so, we plan to define the
necessary evaluation metrics that will be used to measure the
effectiveness of the serious game platform on top of the
blockchain infrastructure. To further enhance the platform
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evaluation, we aim to split officers into two groups: those
with classical training and those who trained using the
proposed platform, comparing the results obtained. Finally,
the use of blockchain technology in metaverse environments
is a promising area for the development of serious games for
security training and is likely to play an increasingly
important role in the future of virtual reality and blockchain-
based applications.
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